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Are you GDPR Ready?

 
The European General Data Protection Regulation (GDPR) takes effect on May 25, 

2018, and it aims to create a stronger, harmonized data protection legal framework 

throughout the European Union, and to give citizens more control over their 

personal data, while imposing strict rules on companies that host and process this 

data. 

The GDPR is guided by seven personal  data protection principles:

• Lawfulness, fairness and transparency – focus is stressed on

transparency;

• Purpose limitation - Personal data is to be collected and processed for

specific, explicit and legitimate purposes;

• Accuracy - Personal data is to be accurate and, where necessary, kept

up to date;

• Data minimisation - Personal data is to be adequate, relevant and

limited to what is necessary in relation to the purpose for which it is

processed;

• Storage limitation - Personal data is to be kept in a form that allows for

the identification of data subjects for no longer than is necessary for

the purposes for which it was processed;

• Integrity and confidentiality - Personal data is to be processed in a

manner that ensures appropriate security, including protection against

unauthorised or unlawful processing and against accidental loss,

destruction or damage;

• Accountability - The company is to be responsible for, and be able to

demonstrate, compliance with the GDPR.

Because the GDPR is based on principles rather than rules, the onus is on individual 

companies to determine implementation in their context. This process is uncertain, 

and many companies are struggling to understand how they can best interpret, 

measure, and monitor compliance.

The GDPR allows individuals to seek legal action against organizations that 

violate their data-protection rights. This regulation shall be enforced via national 

authorities within the European Union, that will have wide-ranging enforcement 

powers and sanctions, including against companies outside the EU. The fines for 

compliance failure can range up to twenty million euros, or 4% of the yearly gross, 

whichever is higher.

Data protection and privacy compliance have always been important. Now 

they are important and urgent. Because data is the lifeblood of companies: 

personal data, financial data, intellectual property, all are now critical for your 

organization to succeed in the marketplace.
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How GDPR Can Drive 
Better Customer Experience

 
Beyond the GDPR compliance requirements, companies should be aware of 

the business opportunity to transform customer experience. Company decision 

makers should use GDPR compliance as a catalyst for developing and managing 

customer data, seeking to build the customer 360º view that will underpin 
much stronger – and profitable – customer relationships. How?

• Using GDPR compliant technology to integrate the diverse

data sets, connecting, tagging and annotating them to enable

more value from the data while also optimising time and costs.

• Using GDPR compliant processes to build personalised, efficient and

consistent customer experience that will have a bigger impact on

customer loyalty and brand value.

GDPR compliance encourages companies to make data more easily accessible to 

support data requests, deletion, anonymization, and reporting. Companies should 

take a customer centric approach to GDPR preparations by combining customer 

experience goals with privacy impact assessments. 

GDPR will empower customers by providing them with the explicit choice over 

their customer experiences. Companies will have more incentives to focus on 

building and nurturing long-term customer relationships and make customer 

centricity their goal. 

By better managing customer data and listening to customer preferences, 

brands can generate long-term loyalty and drive their bottom line by providing 

customers with more personal, engaging experiences — all while 

complying with GDPR.
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Is Your Contact Center GDPR Ready?

 
The businesses that run contact centers will feel the changes as much as anyone, 

or even more. The rise of omnichannel and the growing importance of analytics 

and CRM to improve customer experience and service has made personal data 

collection and processing a crucial issue for companies operating contact centers.

So, what will be the main issues for the contact center under the new GDPR 

regulations?
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In a nutshell, GDPR will require new practices and technologies relating to 

personal data handling while keeping up with the demands for better service, 

sales’ increase and effective marketing.

Security and privacy obligations will 

cover a much broader range of data   

Beyond the rules to process financial 

data or to record interactions, compa-

nies will need to make clear, across all 

forms of customer interactions, con-

tact and service processes, how and 

why communications and information 

are used, processed and stored, while 

providing “opt out” options.

The new rules mean that stricter pro-

tection against data breaches will 

apply to any data that can identify a 

customer. Given how pervasive this 

information is in the contact center, 

companies will need to adopt “Priva-

cy by design”, building data protection 

as a fundamental concern in how a 

contact center is managed.

In integrated customer interaction 

management and CRM systems, a 

company should implement stricter 

access permissions and be able to 

control and identify who has access 

to each category of data, and why. It is 

also very important to audit and mon-

itor the accountability of outsourcers 

of contact center operations. Access 

and security processes and adminis-

tration will need to include sophisti-

cated access control options, robust 

security, and easy to use interfaces.

Contact center operations managing 

customer journeys use Big Data and 

analytics to offer a better customer 

experience: they will be challenged 

to implement customer consent and 

control, give customers access to 

their data and implement their “right 

to be forgotten”. Data management 

will need to enable these rights and 

be able to provide full oversight of all 

personal data for companies to be-

come compliant with GDPR.

Review access permissions 

and practices 

Data security will need to be 

extended and improved 

Manage increased customer  

consent and control over data 
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The GDPR has a broad scope, covering any information that can be linked 

to an identifiable individual, in any format, and in any medium. It introduces 

more demanding consent requirements, more data-subject rights, and more 

obligations on organizations that gather, control, and process data.

Altitude is committed to adapting its services and Altitude Xperience solutions 

to GDPR. Consequently, it has built features and capabilities into its Altitude 

Xperience products and services in order to assist companies with their own 

contact centers GDPR compliance requirements:

• Altitude Xperience solutions help you maintain a record of data-

processing activities and to be ready to present it at any time;

• 

• Altitude Xperience solutions help you enforce the requirements for all 

data processing to have a legal basis, such as the consent of the data 

subject, a contract, or a legitimate business purpose;

• 

• Altitude Xperience solutions help you to enable the implementation 

of the rights of data subjects, such as the right to be forgotten, to 

data portability, to object to usage, to revoke consent, and to restrict 

processing.

• 

• Altitude Xperience helps you protect data through means such as 

restriction to access, encryption or “pseudonymization”, and supports 

effective operational procedures and policies for safe data handling.

• 

• Altitude Xperience GDPR Portal helps you to implement “Privacy by 

Design” and “Privacy by Default” data-protection requirements from 

the beginning of the development process, when planning and 

setting-up a new service, campaign or customer.

• 

• Altitude Xperience data protection features help you monitor, detect 

and evaluate data breaches that are likely to result in high risk to 

individuals’ rights and freedoms.

• 

How Can Altitude Help 
You Have a GDPR Ready Contact Center 
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How Can Altitude Help 
You Have a GDPR Ready Contact Center 

Altitude Xperience will help you consolidate all focus points, enabling the contact 

center to deliver consistent service to each customer regardless of the media 

channel used. It greatly improves the customer journey as the solution’s main 

solution focus is on delivering the best service experience possible.

Altitude Xperience is known for recovering very quickly, restoring operations to 

minimize down time and loss of productivity.  Altitude Xperience solutions can 

abide by very strict cloud industry regulations, such as ISO security standards, 

and is also subject to regular security audits. It is TCPA compliant. SSL encryption 

establishes secure links, protecting the exchanged information. The certification 

of TDE for database encryption enables protecting data at rest. It is PCI-DSS 

compliant to protect for credit card fraud. 

Altitude can provide a high availability storage network and 24*7 management 

focused on services continuity. Altitude Xperience is also a modular solution that 

scales up and down as required by individual business needs. It allows the quick 

growth or the reduction of services and campaigns without significant budget 

challenges.

Our path is your path

You will be able to leverage Altitude’s portfolio of products and services to 

manage and control personal data to help you meet with GDPR obligations. 

Altitude Xperience solutions empower your company to detect, react and report 

to breaches and to audit your security and privacy controls. Altitude’s portfolio of 

products and services aims to help you ensure GDPR compliance and to assist 

you on this path. 



8

Case Study:  How Altitude Ensured GDPR 
Compliance

 

Altitude is committed to creating value for its customers while executing on its 

own GDPR compliance program. Companies can miss that there are benefits from 

a GDPR program. For Altitude it is an opportunity to build customer trust, improve 

customer relationships, establish better data controls, and improve internal data 

handling and availability. A GDPR program can be an opportunity to embark on a 

wider data transformation that will benefit the whole business.

In this context, Altitude has identified and executed several actions that contribute 

to a successful GDPR effort. Check whether your organization is already taking 

these steps.

• Ensure ownership. Altitude’s senior leadership approval and buy-in

was vital in ensuring that the program was securely anchored in the

company’s overall strategy. The challenge of ensuring compliance

requires an approach that cuts across functions and business units. All

the teams involved—legal, marketing, IT, R&D, and others— committed,

and shared responsibility for a roadmap for change.

• 

• Develop an interpretation of the requirements. Altitude brought in 

external consultants for an early assessment and to develop the most 

likely scenarios for the company, taking the industry view into account, 

and achieving a balanced view of the impact of regulation. 

• 

• Build an inventory of all personal data processing activity. Altitude 

developed a clear definition of its enterprise architecture and an 

inventory of where all personal data it holds comes from, of the security 

features of the infrastructure where the data is located, what are the 

business processes affecting that data, the company roles related to 

those processes and what are the legal grounds for processing it. The 

company identified all the activities that use personal data and got its 

owners to provide all the details about the data processing. 

• 

• Identify the uncertainties and any unacceptable risks. Working with 

external consultants, Altitude identified all the activities and actions 

necessary to ensure compliance in areas such as legal, cybersecurity, 

application development, operations, etc, coming to a shared 

understanding of what it really needed to do to minimize reputational 

risk, maintain customer trust, and avoid last-minute issues.

•



9

• Define a prioritized roadmap for GDPR compliance. Altitude built a

roadmap that identified which aspects of the regulation and which

data assets were critical to compliance and made them a priority.

This means understanding legal requirements, defining what risks the

business is willing to accept, and what value it seeks to extract from

the GDPR compliance effort.

• 

• Develop an organizational setup for data protection. Altitude 

now has an organizational setup for GDPR that includes relevant 

managers from different areas. This team is working in the definition 

of the processes and procedures required for the DPO function. It has 

determined the resources required to support compliance and fulfil 

Altitude’s data-protection responsibilities.

• 

• Extend processes to partners and suppliers. Altitude is creating 

procedures to ensure that partners and suppliers are also GDPR 

compliant in relation to Altitude, and to ensure customers of Altitude’s 

compliance to GDPR.

The steps above will help any organization get on the right track to meet the 

implementation date. Organizations that fail to comply could face high fines, legal 

actions and reputational damage, while failing to capture additional business 

flexibility and value. Treat the new regulation as a high priority for the whole 

organization and as an opportunity to create value for your business.

Case Study: How Altitude Ensured GDPR 
Compliance

About Altitude Software
Altitude Software (www.altitude.com) is a global provider of omnichannel solutions to deliver great customer 
experiences. Its solutions help companies and organizations unify all customer interactions and become 
more customer-centric. More than 300.000 users in 1100 customers in 80 countries use Altitude Xperience  
solutions to manage in real time enterprise functions like Customer Service, Telemarketing, Debt Recovery; 
Help Desk; Citizen Attention, etc. 
Altitude Software can be reached at +351 21 412 98 00 or emailed to info@altitude.com

Copyright and caution notice: This document is intended for information purposes only.  The information of this document is subject to change 
without notice and does not represent a commitment of Altitude Software in the future. © 1993-2018 by Altitude Software SA. All rights reserved.
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